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	ABSTRACT
The history of the constitutional march of India has been characterized with an incredible advancement in the interpretation of the fundamental rights where the federal courts make remarkable decisions. The 2017 Justice K.S. Puttaswamy vs. Union of India declared privacy as a fundamental right that is present in the human dignity in the article 21 of the Constitution. This was later reversed by a 2018 decision of NavtejSinghJohar to decriminalize same-sex consensual sex by distinguishing constitutional morality, and the majoritarian social tastes/preferences by stating that dignity and equality were applicable to minorities in sexual and gender terms. These court gains also show significant constitutional progress. This pledge, however, remains a viable fantasy due to fragmented, pro-surveillance cyber legislations and digital regulations frameworks that present acute vulnerability to the LGBTs and the rest of the marginalised groups.
With the rapid formation of digital identity regimes (Aadhaar biometric, in particular) and the extensive governmental exceptions established by the Digital Personal Data Protection Act, 2023, state surveillance can take place in ways it has never been able to perform without adequate restrictions. Within the framework of the LGBT community that conventionally became a victim of criminalisation and continues to become the subject of the threat of social stigma and discrimination, the widespread digital profiling presents its own threats. With the recognition of the same sex marriage being unrecognized, such weaknesses are enhanced by the realization that through the development of the fictions of law, same sex couples are subjected to privacy invasions using digital governance systems. Furthermore, there are not enough defenses against discriminatory outcomes in AI-based applications or algorithmic decision-making robots applied in law enforcement, benefits determination, and the delivery of online services.
This paper will examine an intricate crossroads of cyber laws, digital identity systems, privacy rights and constitutional values in India and specifically how the two systems affect LGBT people. It asserts that the promises that India has made to privacy, dignity, and equality, as detailed in its constitution, would entail far-reaching reforms in legislature and institutions: scrubbing broad governmental surveillance provisions, forming new regulatory organs, same-sex marriage bills, and fortifying legal strategies against the discrimination and abuse of the vulnerable. Devoid of these holistic reform measures, the idealess system of digital governance will still discriminate against the marginalised groups even after the courts have proclaimed constitutional equality....


INTRODUCTION
The digital transformation of India is one of the most ambitious governance projects of a constitutional democracy. The Indian state has adopted data-driven governance as a means to efficiency, inclusion, and economic growth through projects like Aadhaar, Digital India, and mass digitisation of welfare, finance, and health services. At the same time the development of Indian constitutional jurisprudence has moved in a more liberal interpretation of individual rights, in particular by acknowledging the rights of privacy as primary right and decriminalising consensual same-sex relations. This coincidental, one industrial, the other constitutional, working out has created a deep and little-explored tension. The verdict in Justice K.S. Puttaswamy (Retd.) v. Union of India was a landmark reversal of the previous case law since it established that privacy is a constitutional right of life and personal liberty within Article 21 of the Constitution. . Privacy as expressed by the Court 
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was not only a negative right against intrusion, but a positive state to be relied upon to enshrine dignity, autonomy and a democratic citizenship. A little later, in the case of Navtej Singh Johar, vs. Union of India, the Court referred to constitutional morality to invalidate the criminalisation of consensual same-sex activity, and acknowledged a relationship between sexual orientation and gender identity and personal dignity and decisional autonomy. . Together, these judgments appeared to lay a robust constitutional foundation for protecting marginalised identities in an increasingly digital society..
However, the institutional trajectory following these decisions reveals a widening gap between constitutional principle and regulatory practice. Legislative and executive actions have facilitated the expansion of state surveillance capacity and centralised data infrastructures, often insulated from meaningful oversight. The Aadhaar biometric identification system has become deeply embedded in access to welfare, financial services, and telecommunications, producing detailed digital profiles of residents[footnoteRef:1]. The enactment of the Digital Personal Data Protection Act, 2023, India’s first comprehensive data protection statute, has further entrenched this imbalance by granting sweeping exemptions to state authorities for purposes of national security and public order, without requiring judicial authorisation or proportionality review. [1: 4 Digital Personal Data Protection Act, No. 22 of 2023, 17 (India)
] 

These developments are especially important to LGBT. Even though the decriminalisation has eliminated the possibility of prosecution, social stigma and legal inequality remain. Lack of same-sex marriage status and extensive anti-discrimination policies makes LGBT people particularly susceptible in digital governance frameworks which assume heteronormatively based family systems and which are dependent upon sustained connectivity of data holdings in databases across states. Mandates to reveal marital status, familial connections, or gender identifiers via online platform tend to demand unintended disclosure and subject individuals to discrimination, surveillance, or rejection.
In addition, increased and enhanced use of algorithmic decision-making in welfare eligibility, law enforcement, job screening, and content moderation creates new risk levels of indirect discrimination. Such systems act to work in datasets and institutionalized beliefs that are influenced by majoritarian principles, but are not strictly managed by the Indian law. The algorithmic governance, devoid of explicit protection, risks creating new structural inequalities under the pretence of neutrality towards the technological spectrum.
The distribution of authority between the secluded domains of constitutional privacy, dignity, and equality territory requires careful recalibration of its Cyber Law and data governance approaches in the digital era, as created by India, which is the subject of this paper. Dwelling on the experienced vulnerability of people who are LGBT, it analyzes how digital identity framework, data protection regulations that favor surveillance, and uncontrolled algorithmic regulative measures are destructive of the rights which the judicial system has tried to safeguard. It argues that constitutional fidelity implicates making sure that states not only accept rights as constitutional, but also change laws, hold institutions accountable and offer structural protection that targets criminalised groups.

Constitutional Evolution: From Section 377 of the Indian Penal Code to Navtej Singh Johar
The Indian legal recognition of rights of Same Sex Couples is a contested and nonlinear judicial process, filled with bouts of rights expansive interpretation and institutional deference. The key aspect of this change was the presence of Section 377 of the Indian Penal Code, 1860, which was a colonial measure criminalising the act of carnal intercourse contrary to the order of nature. Even though this was framed in seemingly neutral terms, the provision acted in practice as a moral regulation which targeted sexual and gender minorities disproportionately.
Section 377 of the Indian Penal Code was first directly attacked by the judiciary in the case of Naz Foundation vs. Government of NCT of Delhi in which the Delhi High Court struck down Article 14, 15, and 21 of the Constitution on the basis that criminalizing consensual same-sex adult activity was unconstitutional.[footnoteRef:2]The Court had used a purposive interpretation of fundamental rights that it stressed that the minorities should be guarded on a constitutional enjoyment against the social morality majoritarianism. Notably, Naz Foundation acknowledged sexual orientation as a similar ground of discrimination in Article 15 and reiterated that the right to life in Article 21 includes dignity, privacy and autonomy over the self. [2: 5Naz Found. v. Gov’t of NCT of Delhi, 160 A.I.R. 277 (Del. H.C. 2009) (India)
6 Suresh Kumar Koushal v. Naz Found., (2014) 1 SCC 1 (India)
7Navtej Singh Johar v. Union of India, (2018) 10 SCC 1 (India)
8 Id. at 248–51 (per Chandrachud, J.)

] 

This rights-affirming reading did not last long. In Suresh Kumar Koushal vs. Naz Foundation, the Supreme Court overturned the decision of the high court of Delhi to allow Section 377 of the IP to stand since the people affected were only a small minority and making changes through the legislature rather than the judiciary was the right way to do so.[footnoteRef:3]It was widely condemned as yet another formalistic account of equality, uninterested in the actual lives of LGBT people, and effectively conscribing to constitutional morality. Koushal equated privileging parliamentary naughtiness with ensuring fundamental rights, so Koushal was coordinating a disengagement with the Court as counter-majoritarian institution. [3: ] 

The constitutional tide shifted decisively in 2018 with the Supreme Court’s decision in Navtej Singh Johar v. Union of India[footnoteRef:4].The Court composed of a five judge Constitution Bench quashed Koushal and declared that Section 377 of the Indian Penal Code was unconstitutional to the extent that it criminalized consensual sex between adults. The ruling represented a jurisprudential breakthrough in that it divinely prescribes constitutional morality as uniquely different and necessarily better than social morality or popular morality. The Court upheld that legitimacy of the Constitution was based on its devotion to individual dignity, autonomy, and equality which was founded on societal norm and not on the current norms of the time. [4: ] 

Through the various congruent views, there were a number of precepts stated by the NavtejBench that would have permanent constitutional implications. 
First of all, the Court identified that sexual orientation and gender identity are part of personal identity and it is under Article 21 as a shield of decisional and informational privacy.[footnoteRef:5] [5: See Supriyo v. Union of India, (2023) 8 SCC 746 (India)] 

Second, it highlighted the fact that criminal law itself causes stigmatisation, a constitutional damage even without frequent prosecutions. 
Third, the ruling augmented the fact that there are inherent rights to safeguard minorities in instances where majoritarian tastes are hostile to the existence of minorities.
The opinion by Justice D.Y. Chandrachud is especially significant in the connection between privacy, dignity, and equality. Based on Puttaswamy, this was the view on which the deprivation of privacy to sexual minorities instills the social exclusion and weakens the democratic citizenship.[footnoteRef:6]In this regard, Navtej did not only decriminalise conduct but it constitutionalisedSame-sex identity as deserving of equal concern and respect. [6: Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India)
] 

Navtej Singh Johar left a lot to be desired even though it had the potential to transform it. This ruling made it very clear that it was confined to decriminalisation and did not amount to positive recognition of family rights, such as marriage, adoption, inheritance or spousal benefits. Later legal battles to have same-sex marriage recognized have shown the constraints of judicial intervention in the unsanctioned event of legislative change. Consequently, LGBT people have to resort to legal and administrative bureaucracies accustomed to heteronormative patterns, where their relations and status as a family are not formally recognized.
The incomplete constitutional settlement is vital in comprehending the susceptibility of the LGBT individuals in the digital governance infrastructure. Although Navtej confirms the right to live without being punished as a criminal, it does not protect persons against adverse collateral damages caused by data-driven governance, surveillance infrastructure, or administrative mechanisms obliging the revelation of intimate personal data. As these risks are exacerbated by the continued lack of legal recognition and makes constitutional protection weak in confrontation with technologically mediated state power.
The Puttaswamy Framework: Privacy as a Fundamental Right
The case Justice K.S. Puttaswamy (Retd.) vs Union of India was a landmark case within the constitutional jurisprudence of India, and it has firmly changed the paradigm between the individual and the state in as much as informational power is concerned.  The judgment, as delivered by a 9 judge Constitution Bench, held unanimously on the fact that the right to privacy is an inherent right of life and personal liberties guaranteed under the Article 21 and inseparable with other guarantees of equality and liberty found in Articles 14 and 19.
Puttaswamy is the first attempt to bring about a conceptual and explicit appreciation of privacy as a constituent right in Indian constitutional law. The non-recognition of a constitutional right to privacy, which was used as an indication of a narrow textualist view to fundamental rights, was demonstrated by early judicial cases including M.P. Sharma vs. Satish Chandra and Kharak Singh Vs. State of Uttar Pradesh here.[footnoteRef:7]In spite of subsequent cases gradually broadening aspects of autonomy and dignity, due to lack of doctrinal clarity, there was no strong defense in place of privacy against intrusion on the part of law-makers and executives, especially against the new form of surveillance technologies. [7: Kharak Singh v. State of U.P., A.I.R. 1963 S.C. 1295 (India)
13Puttaswamy, (2017) 10 SCC 1, 168–71
] 

Puttaswamy reversed this piecemeal attention by defining privacy as a dimensional value of the constitution. The conceptualisation of privacy by the Court was composed of the integrity of the body, autonomy in decisions, and informational self-determination.[footnoteRef:8]More importantly, in the decision, the aspect that privacy is while a negative right over secrets or concealment was dismissed. Rather, it positioned privacy as the state of allowing people to establish their identities, relationships, and life decisions without infringements by the state that has no basis. [8: ] 

The plurality opinion of Justice D.Y. Chandrachud focused on the fact that privacy is a result of the constitutional pledge of dignity. This realization is especially crucial in the digital era, when it is enabled through collection, retention, and analysis of personal data that enable the state to not only influence the behavior but also shape the identity formation itself. The Court recognized that informational asymmetries among citizens and the state would follow counterproductive democratic participation, expression, and social control, unless circumvented.
Meanwhile, the proportionality framework that is expressed in Puttaswamy to evaluate state practices violating privacy is also important. The Court explained that any such restriction should meet four cumulative conditions they are legal, they have a legitimate aim, they are necessary and they are, in their strict sense, proportional and have a procedural safeguard against misuse. This test presents a substantive requirement on the state to prove intrusion on the personal life and denies wholesale and blanket data collection as constitutionally questionable.
Nevertheless, the Puttaswamy transformative potential has not been fully implemented in the ensuing legislative and administrative practice. Although the decision created a challenging standard of proportionality, subsequent data governance advancements have tended to consider privacy as a procedural obligation as opposed to a substantive limit. The growth of biometric identification, central data storage systems, and the real-time monitoring systems has been conducted without steady judicial approval or external controls.
Such a disjunction between constitutional doctrine and regulatory practice is particularly evident in the digital identity platform and data protection law. The appreciation of privacy in Puttaswamy assumes that people have some significant control over their personal information and that the state authority is liable to a strong accountability. In areas where the law has carved out wide exemption against governmental data processing, or is silent on creating effective redress, privacy will be a symbolic entitlement, rather than a practical guarantee.

Cybersecurity, Data Protection, and the Digital Personal Data Protection Act, 2023
The regime governing cybersecurity and data protection in India has developed very quickly in accordance with the digital transformation of the nation, yet it is still uneven and fragmented due to its inability to protect the constitutional rights.[footnoteRef:9]The key legal tools that can be used to regulate this space are the Information Technology Act, 2000 (IT Act), the Digital Personal Data Protection Act, 2023 (DPDP Act), and other sectorial regulations and principles related to cybersecurity, artificial intelligence, and the delivery of digital services. Although privacy has been incorporated as a right in the title of Puttaswamy, such systems have as well given way to bureaucratic expediency and state authority at the expense of personal agency, rendering some groups, such as LGBT individuals vulnerable. [9: Verma et al., Cybersecurity and Digital Governance in India, 14 Indian J. L. & Tech. 55, 58 (2025)] 

The Information Technology Act, 2000
The IT Act introduced the legal framework of India on cybercrime, electronic transactions and electronic governance.[footnoteRef:10]Although it more or less criminalises unauthorised access, hacking, and electronic fraud, it does not provide substantive protections of the personal traditional of users to a significant extent, especially under Section 69 and 69B. These exceptions permit widespread surveillance by the state under the pretext of public order or safety with the risk of a conflict between the Puttaswamy principles of necessary, proportional, and informed consent. [10:  Information Technology Act, No. 21 of 2000, 43, 66 (India)] 

There has also been a history of IT Act misuse to bash speech and activism, including against LGBT advocacy.[footnoteRef:11] Section 66A, struck down by the Supreme Court in Shreya Singhal v. Union of India[footnoteRef:12], which has criminalized offensive speech over the internet in the past, demonstrates how ambiguous cyber regulation leads to marginalized community members being disproportionately impacted. Despite its repeal, similar powers in the IT Act still pose the threat of chilling the expression and digital appearance of same sex married couples. [11:  Kaur, Digital Rights of SAME-SEX Persons in India, 8 Indian J. Gender & L. 72, 75 (2024)]  [12:  Shreya Singhal v. Union of India, (2015) 5 SCC 1 (India)] 

The Digital Personal Data Protection Act, 2023
The first national statutory protection of data is the DPDP Act, which was adopted to put the constitutional right to data privacy into practice in the digital world.[footnoteRef:13]It also sets down major principles, namely: data principals (entities that own personal data) have rights regarding their personal data; data fiduciaries (entities processing the information) are permitted to process the data in a licensed manner that is transparent and proportionate; and that data processing depends on consent is central to data processing. [13:  Digital Personal Data Protection Act, No. 26 of 2023 (India)] 

Despite these advances, the DPDP Act contains critical structural weaknesses that compromise protection for LGBT persons:
Broad Government Exemptions:Under section 17(2)(a), state agencies are empowered to handle personal data, without consent, and without judicial authorisation or reviewing proportionality, in case of reasons concerning national security, preventing disorder or governing persons of such a state. Basically, this practically renders the citizens, including the LGBT, as non-members of the DPDP framework when the legal interest of the government is brought forward, which voids the very basic privacy rights that are identified in the Puttaswamy case.[footnoteRef:14] [14:  Dixit, Privacy in India: Challenges in the Digital Age, 11 Ind. J. Const. L. 102, 107 (2026)
] 

Lack of Independent Oversight:DPDP Act specifies that it has a Data Protection Board, restricted in terms of its powers, resources and autonomy. Oversight is little more than a dream until it has a strong force to enforce penalties or remedies by investigating breach. This disjuncture is particularly significant to marginalised groups that in the past have encountered difficulties in maintaining a legal claim.
Algorithmic and Automated Decision-Making Risks:The Act has no specific reference to AI or algorithmic systems, which process personal data to help law enforcement, to determine benefits, or to conduct employment screenings. Biases associated with sexual orientation or gender identity could then be enforced with impunity, leaving the LGBT with prejudiced digital governance systems.
Intersectional Vulnerabilities:Digital profiling, biometric connections, and centralised repositories (e.g. Aadhaar-health integration) imply that data used in more routine administrative activities may be revealing intimate aspects regarding the lives of same sex couples, sexual orientation, gender identity, or health condition should state governments access it, or should it fall into the wrong hands.
Implications for Same Sex Couples’ Rights
The broad surveillance exemptions coupled with the lack of oversight combined with the technological centralisation poses additional dangerous threats to the LGBT members. The state of legal criminalisation of homosexuality in Section 377 of the Indian Penal Code, the stigma of societal norms, and the current discrimination of individuals add to the impact of the violation of digital privacy.[footnoteRef:15]Sharing of intimate information may result in harassment, denial of access to services, job refusal or even violence. Furthermore, digital governance that includes algorithmic systems can unintentionally incorporate the bias in society and repeat the process of discrimination on a massive scale. [15:  Subramanian, supra note 6, at 50–51
] 

To align the DPDP Act with constitutional principles, legislative and administrative reforms are necessary:
Eliminate sweeping governmental exemptions or subject them to severe proportionality and necessity tests with judicial authorisation.
Strengthen the independence and enforcement powers of the Data Protection Board, enabling it to impose meaningful sanctions and provide accessible remedies for rights violations.
Integrate algorithmic accountability frameworks that audit AI and automated decision-making systems for discrimination, with particular attention to same-sex and other marginalised populations.
Mandate privacy impact assessments for any government system likely to affect vulnerable groups, ensuring that inclusion in digital services does not compromise dignity or autonomy.
The DPDP Act, with the proper implementation, may turn Indian digital governance into a regime that upholds rights. Devoid of reforms, though, the Act would entrench digital vulnerabilities of LGBT citizens, producing a resemblance of privacy protection into law without subjecting marginalised communities to state and corporate surveillance.
SAME-SEX Rights in the Digital Sphere: Vulnerabilities and Intersections
Although digital governance can facilitate administrative effectiveness and inclusion, it puts LGBT people in India into a particular vulnerability. In spite of the constitutional guarantees guaranteed in Navtej Singh Johar and Puttaswamy, the lack of legal status of same-sex relationships and inadequate data security put sexual and gender minorities at a dissimilar disadvantage in various digital spheres.[footnoteRef:16] [16: Chotia, Same-Sex Rights and Digital Governance in India, 7 Indian J. Human Rights 44, 47 (2025)] 

Social Media and Online Expression
The visibility of the same sex couples, community-building, and advocacy on the same sex couples have become important areas of online platform.[footnoteRef:17]However, the sexual and gender minorities are not effectively shielded by content moderation policies and automated systems.[footnoteRef:18]Detection algorithms can be majoritarian biases, which means that in spite of hate speech, harassment, and doxxing against LGBT users the problem continues to exist. Although explicit hateful behavior could be blocked by a platform, some subtle forms of discrimination, including trolling or misgendering, will be left unaddressed with harmful consequences on the psychological well-being and access to safe internet spaces. [17:  Kaur, Digital Rights of SAME-SEX Persons in India, 8 Indian J. Gender & L. 72, 74 (2024)]  [18: Sinpeng et al., Hate Speech Regulation on Social Media: Evidence from India, 22 Int’l J. Comm. & L. 120, 124–25 (2021)] 

The Intermediate Rules of the IT Act obligate the platforms to purge the illegal content; the enforcement is lopsided.[footnoteRef:19]The research indicates that the hate speech against LGBT people in India has often gone unsensitized by social media, which underlines the inadequacy of regulation implementation. [19:  Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 (India)] 

Digital Financial Services and Aadhaar Integration
There are both opportunities and risks in digital financial inclusion projects, especially those ones, which use Aadhaar. On the one hand, the availability of digital banking, payments, welfare schemes encourages economic involvement of LGBT people through non-discriminatory intermediaries.[footnoteRef:20]Conversely, that extensive data trail formed through connection of biometric identifiers to financial transactions has enabled a large profiling of intimate behaviours.[footnoteRef:21]There are cases in society where LGBT identities are still stigmatised, where exposure of such information may lead to discrimination, blackmail or even social ostracism. [20:  Subramanian, Digital Inclusion and Marginalised Communities, 12 Ind. J. Tech. &Soc’y 55, 59 (2024)]  [21:  Mali & Avila-Maravilla, Aadhaar and Data Profiling Risks, 9 Indian J. Privacy L. 34, 38 (2018)] 

These risks are aggravated by the non-recognition of same-sex marriages. Marriage certificates, joint bank accounts or spouses benefits are often documents that legally need recognition and without this the same sex couple will be compelled to reveal intimate relationship details to obtain basic services and this poses a digital privacy gap that this heterosexual couples have never experienced.
Healthcare and Digital Health Records
The personal health information of individuals is livered among centralised data warehouses through digital health programs, including the National Digital Health Mission.[footnoteRef:22]On the one hand, when these systems are used to better deliver the services and coordinate activities, it imposes specific dangers upon LGBT citizens who receive sensitive care such as HIV/AIDS treatment or gender-affirming operations. Unauthorised sharing of such information may result in either discrimination in employment, housing or other areas, or violence and aggressive actions, in worst case scenarios. [22:  National Digital Health Mission, Ministry of Health & Family Welfare, India, NDHM Overview (2022), https://ndhm.gov.in.] 

Existing laws lack privacy protection. DPDP Act permits sensitive data to be processed by the government on broad exemptions and enforcement provisions have been weak on cases of breach.[footnoteRef:23]LGBT people are particularly vulnerable in the digital healthcare governance in the absence of explicit protections of sexual orientation and gender identity. [23:  Dixit, Privacy in India: Challenges in the Digital Age, 11 Ind. J. Const. L. 102, 107 (2026)] 

Algorithmic Decision-Making and AI Bias
Automated decision-making systems, which have become increasingly popular in the sphere of law enforcement, determination, and recruiting, are even more dangerous. The presence of discrimination against LGBT individuals may be unwanted, as AI systems trained on biased data could reproduce the same discrimination, especially in the conditions in which historical marginalisation affects the composition of the dataset. Bias can also go undetected because it is no longer embedded within a lawful framework that will be audited by independent bodies, and thus, it is not justifiable or prevented by legal means.
Intersection of Legal Gaps and Digital Vulnerabilities
Inequality of same-sex relationships as a legal issue is one of the key structural obstacles. The digital governance systems make implicit assumptions of heteronormative family structures without marriage equality. Gays and lesbians have to deal with bureaucratic interfaces where they have to reveal intimate or family related details that do not align with their real life experiences, consequently involving recurrent privacy intrusion.
Such overlap between the costs of the law and the technology points to the necessity of global changes. Dignity, equality and privacy as enshrined in the constitution should be supported by legal, regulatory and technical protection to avoid marginalisation of people in the digital realm.
Balancing National Security, Privacy, and Constitutional Values
The digital governance model of India is undermined by structural tension involving the interests of the national security and the rights afforded to the basic situations especially privacy.[footnoteRef:24]Although national security is a natural prerogative of any sovereign state, its prioritisation has traditionally undergirded the broad use of surveillance, which may be disproportionate against marginalised groups, such as LGBT people. [24: Tyagi&Dutt, National Security, Privacy, and Digital Governance in India, 13 Ind. J. Const. L. 88, 90–91 (2026)] 

Legal Framework for Surveillance
India has several laws authorizing state surveillance. Telegraph Act of 1885 authorizes the interception of communications by the government on the directions of the minister.[footnoteRef:25]The Criminal Procedure Code (CrPC) permits court authorised interception in the course of investigations. The Aadhaar Act and CERT-In Guidelines also control the take-off, disclosure, and protection of digital information.  Similar to such overlapping structures, they possess two key features: vast executive discretion is provided and they are frequently not subjected to proportionality checks or intense supervision. [25:  Telegraph Act, No. 13 of 1885, 5(2), 7 (India)] 

Theoretically, the Digital Personal Data Protection (DPDP) Act, 2023, acknowledges privacy as a fundamental right, as Puttaswamy framework does. Nevertheless, sections 17(2) and 17(3) allow government access to sensitive personal information based on national security, the order of the people or the government without necessarily subjecting to judicial scrutiny under the principle of proportionality or balancing reasons.Essentially, these provisions establish a legal mechanism of mass surveillance without necessarily subjecting state actors to privacy considerations as applied to private parties.
The Puttaswamy Proportionality Test
Puttaswamy case provided a strict three-part test of proportionality to restrictions on privacy: (1) the legality of the action, it must be statutorily authorised; (2) the legitimate purpose of the restriction, the restriction must serve a valid purpose; and (3) the proportionality of privacy restrictions, the means used must be necessary and reasonably appropriate to end the purpose. Though conceptually sound, the courts have regularly shown patience to executive claims of national security; they have been ready to accept sweeping declarations of need without necessarily examining them. This judicial latitude is problematic because the value of the proportionality test is compromised.
Specific Risks to LGBT Individuals
The intersection of national security measures and digital governance poses distinct risks for LGBT individuals:
Discriminatory Targeting:The traditional paradigm of understanding sexual and gender minority as a source of security threat used to apply to outdated logics, including blackmail logic in the logic of the Cold War. Surveillance could either uninvintentionally or intentionally profile LGBT based on intimacy or demographic information.
Data Misuse and Exposure:The sensitive personal information is stored in centralised digital repositories, e.g., Aadhaar-based databases and health data, and in the absence of a robust judicial or regulatory oversight, state agencies can access this information, accumulate it, or reuse the same, which increases the risk of exposure or discrimination.
Algorithmic Surveillance Bias:The automated surveillance systems can encode biased assumptions regarding behaviour, sexual orientation or gender identity, resulting in the disproportionate scrutiny or misclassification of the LGBT. These threats are compounded by the absence of legal controls on AI.
Toward a Balanced Approach
A constitutional solution to the privacy and security dilemma should appreciate the fact that strong privacy guarantees improve and not interfere with national security. Good governance begins with trust in the government institutions, and overstretched surveillance would result in loss of legitimacy and cooperation of citizens.
For LGBT individuals and other marginalised groups, balance requires:
Courts to have all state access to sensitive data, substantively reviewed under the Puttaswamy proportionality standards.
Open reporting of surveillance operations, such as the legality of the surveillance, its objective and the breadth.
Separate audit systems to control algorithmic decision-making systems in privacy and governance areas to ensure they do not foster discriminatory results.
This will position the security structure of India in the alignment with the constitutional provisions of dignity, equality and privacy in tackling modern challenges of digital governance.
Comparative Perspectives: International Lessons for India
The problem of digital governance and privacy in India is not an isolated situation, other democracies offer good examples of how individual rights, technological innovations, and national security should be weighed. Comparative analysis underlines possible avenues of legislative and institutional change that can create more effective measures against protection of LGBT people in the digital domain.
European Union: GDPR and AI Regulation: The European Union General Data Protection Regulation (GDPR) is one of the most extensive privacy models in the world.[footnoteRef:26]Introduced in 2018, GDPR highlights the following main concepts: personal consent, minimization of data, limitation of its use, transparency and responsibility. Importantly, the GDPR also restricts the interpretation of government exemption: governments do not get a free pass to disregard the proportionality and necessity requirements; however, it makes an exemption based on the statutory requirement.[footnoteRef:27]The other thing that GDPR provides is the establishment of an independent regulatory authority per all member states which has enforcement powers including the ability to fine (heavy fines) non-compliance. The European Data Protection Board facilitates inter-national enforcement, and promotes uniformity to establish an institutional force to comply with privacy norms. [26:  Regulation (EU) 2016/679, General Data Protection Regulation, arts. 5–7, 2016 O.J. (L119) 1 [hereinafter GDPR]]  [27:  Dixit, Privacy and Government Exemptions: Lessons from the EU, 12 Ind. J. Const. L. 75, 80 (2026)] 

Moreover, the AI Act of the EU creates a risk-based structure of algorithm systems, especially those that impact fundamental rights.[footnoteRef:28]The Bias in AI Software, including biometric authentication, law enforcement analytics, and automatic benefit is under human control, transparency requirements, and preliminary testing. This solution will ensure that technological innovation is in line with basic rights protection by pre-empting the discriminatory consequences they may produce. [28:  Regulation (EU) 2021/0106, Artificial Intelligence Act, arts. 4–6, 2021 O.J. (L434) 1 [hereinafter EU AI Act] 

United States: Sectoral and Constitutional Protections:The U.S. adheres to a sectoral strategy and not broad privacy law. Specialised laws, including HIPAA (healthcare), GLBA (financial services), and COPPA (children online privacy), are the privacy protections codified into the laws.[footnoteRef:29]Despite providing specific protection opportunities, the sectoral model presents inequalities in protection practices across settings and does not have a single enforcement tool. [29:  Health Insurance Portability and Accountability Act of 1996 (HIPAA), 42 U.S.C.  1320d–1320d-8] 

In the context of intimate relationships and sexual conduct, the Fourth Amendment and the due process jurisprudence to protection of privacy in selected situations are enshrined within the U.S. constitutional law as well.[footnoteRef:30]Yet, these protections are still narrowly applied, especially when it comes to data that is gathered by commercial online applications, or artificial intelligence-driven applications. [30:  Lawrence v. Texas, 539 U.S. 558 (2003)
] 

To LGBT, the sectoral protections do not go far, as they still have gaps in the sphere of the employment algorithms, online platforms, and AI-mediated public services.This experience highlights the need to have a universal and tomato-sauce legal framework to protect fundamental rights in the digital contexts.
Canada: Integrating Anti-Discrimination and Digital Rights: A good example of making privacy protection, anti-discrimination law, and digital governance intertwined is seen in Canada. The Canadian Human Rights Act does not allow any discrimination against individuals on the basis of their sexual orientation and gender identity in matters related to employment, accommodation, and public services. The legislation of hate speech is an extension of these provisions and must include proportionality tests so as to protect freedom of speech.
Online sites in Canada are likely to be held accountable to standards of transparency, reporting and moderation of online content that targets secured groups. These steps indicate that it is possible to have a balance between free expression and the shield against targeted harassment of LGBT communities online.
Lessons for India
Comparative analysis suggests several key lessons for India:
Eliminate Broad Governmental Exemptions:The legislative framework should mandate that the state actors are subject to the standards of proportionality and necessity as is the case with GDPR, but not get blanket immunity.
Establish Independent Regulatory Authorities:India may enjoy a stronger data protection regulator and another AI control agency with actual investigative and enforcement capabilities, similar to EU entities.
Adopt Risk-Based AI Regulation:There should be an evaluation of algorithmic systems that impact fundamental rights concerning discriminatory possibilities prior to implementation in line with a proposal by the EU AI Act.
Enact Comprehensive Anti-Discrimination Law:Gays and lesbians must be given clear legal guarantees in the areas of work, accommodation, social services, and electronic resources.
Recognise Same-Sex Marriage and Family Rights:Government recognition helps eradicate governance friction in digital identity systems minimizing privacy threats and creating equality in government-sponsored benefits.
Through these lessons, we have had an understanding that democratic states can combine technological innovation and strong safeguards to marginalised communities. India should reproduce the global best practices considering the demands of local requirements to synchronize digital governance models with the constitutional values of dignity, equality, and privacy.
Recommendations 
A multi-layered reform agenda is necessary to transform the constitutional promises of privacy, dignity as well as equality in India to real protection against LGBT people. Such a policy needs to combine legislative, institutional, technological and civil-society policies, based upon both national jurisprudence and global best practices.
Legislative Reforms
1. Amend the Digital Personal Data Protection Act, 2023:Extensive governmental exemptions under Section 17(2)(a) are damaging the constitutional privacy protections.The same level of proportionality and necessity demands should be applied to state actors, as is addressed to the privatized facilities, and individuals should require judicial sanction to access personal information. There should also be legislative changes that provide a solid procedural protection, such as documentation, impact analysis, and personal redress channels.
2. Enact Comprehensive Anti-Discrimination Legislation:LGBT people are still discriminated in terms of employment, housing, education, healthcare, and online. Both human-level decision-making and algorithmic decision-making should be pharmacologically forbidden by a statutory structure against any form of discrimination on the grounds of sexual orientation and gender identity. The use of digital platforms should be made to adopt the policies of transparent moderation, ensuring that no LGBT users are disproportionately targeted.
3. Legal Recognition of Same-Sex Marriage and Family Rights:The lack of marriage equality would introduce legal fictions that would make privacy and governance susceptible.The implementation of same sex marriage law would expand the inheritance rights, adoption, survivor benefits, and joint financial rights. Same sex couples should also be accommodated in family law reforms in the areas of non-biological parenting and succession rights.
4. Strengthen Cyber Harassment and Intimate Imagery Protections:Intimate photograph dissemination without the consent, cyberstalking, and hate speech through the Internet exert a disproportionate impact on LGBT members and should be criminalised by statute and have access to prompt judicial redress, such as injunctive relief and compensation.
Institutional Reforms
1. Independent Data Protection Authority (DPA):The DPA must have the capacity to investigate, have the capacity to put forward significant punishments, and have the requirement to oversee data processing both privately and publicly. It should have the civil society members and digital rights experts in its governance to enhance accountability and inclusivity.
2. AI and Algorithmic Oversight Authority: High-risk AI systems, such as law enforcement, welfare distribution, employment, and digital services, should be audited by an independent regulator, who should be able to push these systems to deliver transparency, have humans review them, and test them prior to deployment to avoid discriminatory results.
3. Judicial and Administrative Oversight Mechanisms: Puttaswamy v. should encourage the proactive proportionality based examination of government surveillance techniques applied by the courts. Union of India. Digital governance initiatives should have administrative mechanisms that mandate privacy impact assessment.
Technological and Procedural Safeguards
1. Data Minimisation and Purpose Limitation: All such data must be gathered by the government and by the privates only on the basis of clear objectives and only when it is essential. Factors like Aadhaar information qualify as biometric and therefore demand a higher level of security in the interest of permanence and misuse.
2. Privacy by Design and Human Oversight: Protection of privacy and human control must be incorporated at each level of usage through the digital platforms, AI systems, and e-governance applications. The use of automated decision-making regarding the basic rights must have significant mechanisms of challenge and appeal.
3. Robust Transparency and Accountability Measures: The agencies should keep publicly available documentation of data handling, surveillance, and AI implementation. Compliance with non-discrimination and privacy requirements should be evaluated on a periodic basis.
Civil Society Engagement and Accountability
1. Support for Monitoring and Advocacy:Civil society organisations must have the power to check on surveillance activities, infringement of digital rights and corporate accountability.Collaborations between the state institutions and civil society can foster transparency and eradicate mistrust in people.
2. Accessible Individual Redress Mechanisms: ALL disadvantaged communities should have direct regressive access to court and administrative corrective action against privacy infringement, algorithmic discrimination, and cyber-bullying. Any barriers in terms of procedure and finances should be minimised to promote equitable access.
3. Public Awareness and Digital Literacy: Citizens, especially the marginalised people, need to be educated on the rights and protections of their privacy on the Internet as well as the legal protection against cyber exploitation and fairly take legal action.
Conclusion
India has also defined a good-moving constitutional premise that acknowledges privacy, dignity, as well as equality, especially to sexual and gender minorities. The Puttaswamy and NavtejSingh Johar judgments are highly attractive instruments of jurisprudence, but their application to deliver material protection is yet to be achieved. Disjointed cyber legislation, regulatory laxity, and absence of marriage equality continue to leave LGBT individuals vulnerable to digital regulation.
To achieve a radical change, the interdisciplinary strategy should include: legislative changes to remove the sweeping exemptions by the state, legislation on anti-discrimination and marriage equality, single regulating bodies of data protection and AI control, strong technical shields, and proactive involvement of the civil society. The suggested reforms will enable India to synchronise its digital governance systems to the constitutional mandates so that privacy, dignity and equality are practiced and not just envisaged..
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